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REPORT ON INTERACTION BETWEN EXPERT 
ORGANIZATIONS AND REGISTRARSJUNE

Project of the Coordination Center for setting the interaction 
between Expert Organizations with Accredited Registrars to prevent 
illegal using of domain names in .RU and .РФ.
Expert organizations have the necessary knowledge and skills for 
detecting websites with illegal content, collecting and reporting 
incidents of phishing, unauthorized access to information systems 
and spreading malware. 
The Coordination Center granted these organizations the right to 
request Accredited Registrars to terminate domain name delegation 
for violating websites. 
According to TERMS and CONDOTIONS Registrars also have the 
right to terminate domain name delegation upon requests from the 
Expert Organizations.

COORDINATION CENTER of TLD .RU and .РФ

Each organization is an expert in a certain area of malicious activity.EXPERT ORGANIZATION

Target treatment
based on the category of malicious activity allows to 
minimize the response time as much as possible.

Phishing

Malware

Botnet controllers

Unautorized access to information system

Illegal content

CATEGORY OF MALICIOUS ACTIVITY

INTERNET (END) USER

Any internet user can complaint about detected case of the 
unlawful use of domain names to the HOTLINEs form of 
Expert organizations on DOMAINPATROL.RU Action will be 
taken AS SOON AS POSSIBLE!

3 512 3 541

4 694 4 685

3178

1 453

115438

23

2002

6

62

1

5

6

REQUESTS 
BY CATEGORY 
OF MALICIOUS 
ACTIVITY

RESULTS 
OF INTERACTION

PHISHING

MALWARE
REGISTRANT 
DATA VERIFICATION

ILLEGAL CONTENT 

DELEGATION 
TERMINATED

NO SUFFICIENT GROUNDS 
TO TERM DELEGATION

DELEGATION RESUMED UPON 
ELIMINATING REASONS FOR BLOCKING

TERMINATION WAS NOT NECESSARY 
AT THE REASON FOR BLOCKING 
WAS ELIMINATED OR REGISTRAT 
DATA WERE VERIFIED

SENT BY MISTAKE 

RESOURCE UNAVAILABLE

IN PROCESS

2029


